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Warranty and Safety Instructions

Read these safety instructions carefully before using the product:

Warranty will be void, if the product is used in any way, which is in contradiction with the instructions
given in this manual, or if the product has been tampered with.

The devices mentioned in this manual are to be used only according to the instructions described in this
manual. Faultless and safe operation of the devices can be guaranteed only if the transport, storage, operation
and handling of the devices is appropriate. This also applies to the maintenance of the products.

To prevent damage both the product and any terminal devices must always be switched OFF before con-
necting or disconnecting any cables. It should be ascertained that different devices used have the same ground
potential. Before connecting any power cables the output voltage of the power supply should be checked.

This product is not fault-tolerant and is not designed, manufactured or intended for use or resale as on-
line control equipment in hazardous environments requiring fail-safe performance, such as in the operation of
nuclear facilities, aircraft navigation or communication systems, air traffic control, direct life support machines,
or weapons systems, in which the failure of our hardware or software could lead directly to death, personal
injury, or severe physical or environmental damage.



Chapter 1

Introduction

This document describes how to configure the Viola M2M Gateway product.

1.1 About Viola M2M Gateway

The Viola M2M Gateway is a network device that enables VPN connection between company network and
remote Arctic devices. It can also be used to control and monitor Arctic devices in local or remote networks.
Concept of the Viola M2M Gateway is described in figure 1.1.

Cormpany
Firewall

Viala M2 M YPN tunnel GPRS link
Gateway

v Arctic

Figure 1.1: Viola M2M Gateway concept

Only a computer with network connection and a HTML browser is required to configure the M2M Gateway.
Using the M2M Gateway Web user interface you can configure and view the status of the remote Arctic devices
and configure the VPN connection between M2M Gateway and Arctic device. Arctics have a WWW user
interface which can be used to configure them using a HTML browser.

For the rest of this documentation, the Viola M2M Gateway is referred as M2M Gateway.

1.2 M2M Gateway Features

The M2M Gateway offers different advanced features for network usage. In most simple usage only VPN feature
is used, but M2M Gateway makes possible to make complex network configurations.

Routing

M2M Gateway can forward packets to local Ethernet (ethQ) which it is connected to company network. Also it
is possible to route packets to second Ethernet (ethl) of M2M Gateway. More complex routing solutions can
be made but they need consultation of your local network administrator.
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Firewall

The M2M Gateway has internal firewall with graphical user interface. It is possible to connect M2M Gateway
directly to the Internet and filter unwanted connections without external firewall. The recommend method is
to use a dedicated firewall and install M2M Gateway behind it.

VPN

VPN is used to connect remote Arctic devices to local network. Connection is started by Arctic and the M2M
Gateway decides based on its configuration does it allow remote Arctic start VPN connection. VPN connection
can be disabled from M2M Gateway. If connection is for some reason terminated, it comes automatically back

up.

Remote Management

M2M Gateway offers full remote management. Also traditional console access is available using SSH.

1.3 Packaging information
The product package should contain the following items:

e Viola M2M Gateway
e Power cord

e Viola M2M Gateway Quick Start Guide

1.4 Hardware description

This section describes the front and back panel features of M2M Gateway.

1.4.1 Front panel
M2M Gateway front panel is shown in figure 1.2.

Figure 1.2: Front panel

LEDs and switches (from left to right):

1. Temp LED, lit if system temperature is too high
2. Nic 2 activity LED (Eth 1 / LAN)

Nic 1 activity LED (Eth 0 / WAN)

HD activity LED

Power LED

Reset switch

N ook W

Power switch
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1.4.2 Back panel
M2M Gateway back panel is shown in figure 1.3.
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Figure 1.3: Back panel

Connectors (from left to right):

1. Power plug

2. Mouse and keyboard connector

USB connectors

Serial connector

Parallel connector

VGA display connector

Ethernet 0 connector (Eth0 / WAN)

® N o o s W

Ethernet 1 connector (Ethl / LAN)

1.4.3 Product Label

Product label is found on the bottom of the device and it contains the basic information about the unit such
as product name, serial number and MAC addresses of Ethernet ports.

VIOLA M2M GATEWAY 2008-06-24
M2M2-3GD-80-512-9368B0

MAC: 00:30:48:93:69:B0 / 00:30:48:93:69:B1
INPUT VOLTAGE: 100-240VAC (5A MAX) FOR INDOOR E CE

Viola Systems Ltd. USE ONLY!
Tel +358 (201226 226 Fax +358 (0120 1226 220 www vinlasystems.com

Figure 1.4: Product label



Chapter 2

Network Requirements

To work properly M2M Gateway requires the parameters described in this chapter to be configured. For your
network settings contact your local network administrator.

Note: Misconfiguration of the M2M Gateway can seriously hinder your network. Make sure you verify
your network configuration with local network administrator.

2.1 Connection Principle

Company Intranet is normally connected to Internet via firewall. Figure 2.1shows the M2M Gateway connected
to the Demilitarized Zone (DMZ) of the firewall. This configuration allows hosts from Company Intranet to
connect via firewall to the M2M Gateway. Other configurations are also possible.

Company
Firewall

Laocal
Ethernet

Viola M2 M
Gateway

Figure 2.1: DMZ Connection

Note: It is possible that internal routing in company intranet may require configuration in order to
integrate M2M Gateway to an existing network.

2.2 Minimal Network Requirements

At it’s minimum the M2M Gateway requires these settings
e One public IP address for M2M Gateway
e SSH port (default 22) unblocked for incoming connections to M2M Gateway from the remote network

Although this configuration is minimal it can be used for testing and evaluating more complex systems. It is
always recommended to consult local network administrator when installing new servers to public network.

2.3 Routing Setup

When the M2M Gateway is installed to existing network some configuration require adding route to M2M
Gateway and devices behind it. This means that for example local firewall to router needs to be aware of routes
going via the M2M Gateway. Routing can be complex to setup in large networks and it is recommend to consult
local network administrator also about routing.
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2.4 Other Network Services

M2M Gateway network services are listed in table 2.1. The only mandatory service is Secure Shell (SSH). SSH
server listens for incoming connections from Arctic devices in port 22 (default). This port must not be blocked
by any firewall otherwise the remote Arctic devices are not able to open VPN connections to the M2M Gateway.

Arctic uses ICMP ECHO (ping) messages to check it’s network connection to the M2M Gateway. By default
the private IP address of the VPN peer is used as the target for the network connection status check. L.e. the
M2M Gateway is not required to accept ICMP ECHO messages.

The network connection status check can also be made using some public IP address (e.g. the public IP
address of the M2M Gateway). In this case the target host of the network connection check is required to accept
ICMP ECHO messages and that they are not blocked by any firewall.

Service Default Port Protocol Description
SSH 22 TCP SSH-VPN tunnel, SSH remote access
ICMP ECHO - ICMP Network connection checking
OpenVPN 1194 TCP / UDP OpenVPN tunnel
L2TP 1701 UDP L2TP-VPN tunnel

Table 2.1: Network services

2.5 Recommended Network Setup

The M2M Gateway is recommended to be connected to a DMZ of a firewall. This way the M2M Gateway can
have public or private IP address depending on the firewall configuration. When placed in DMZ the firewall
protects efficiently against any unauthorized access to the M2M Gateway. Only incoming SSH connections are
required to have access to DMZ zone. Services other than SSH are optional.

If the M2M Gateway is located in the DMZ and it has a private IP address the firewall has to support port
forwarding or destination network address translation (DNAT). For firewall configuration please refer to your
firewall documentation or to your local network administrator.

Company
Firewall

Local
Ethernet

Viola M2M
Gateway

Figure 2.2: Recommended network setup

2.6 Using the Second Ethernet Port

If a firewall or network configuration does not allow the use of a DMZ or only few host has to have access to the
M2M Gateway, the second Ethernet can be used. The second Ethernet of the M2M Gateway can be enabled
from the Web user interface. The IP address of the second Ethernet of the M2M Gateway is then used as the
default gateway for the devices connected to the second Ethernet port.

Company

Firewall

ethl -

Viola M2M
Gateway

Local
Ethernet

Figure 2.3: Second Ethernet port in use
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Quick Installation

This chapter describes how to configure the network interfaces on M2M Gateway.

3.1 Setting IP Address Using Web Browser

This section describes how to change factory default IP address for the first time.

1. Connect the cross-over Ethernet cable between Viola M2M Gateway (Ethernet 0 connector) and your
configuration computer.

2. Configure your computer to use the same IP address space than Viola M2M Gateway (laptop IP for
example 10.10.10.11 with netmask 255.0.0.0). Check with ping command.

3. Connect to the Viola M2M Gateway using your web browser. The default IP address of Viola M2M
Gateway is 10.10.10.10 (netmask 255.0.0.0). Note that you have to connect to a HTTPS port 10000 (see
figure 3.1).

2 -5 - D https:/10,10.10,10;10000 v @ao
Figure 3.1: Browser https example

4. Your browser might mention about certificates, you can safely ignore them at this point.

5. When you get to the login screen enter username and password and press Login button.

Logout successful, Use the form below to login again.

Login bo Webmin

Wou must enter 3 username and password to login to the Webmin server on
172.16E.2.

Usernane

Password

I- Fiemember login permanently 7

Figure 3.2: Login screen

Note: Default username is viola-adm and default password is violam2m. It is recommended that the default
password is changed before the product is connected to a public network.
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6. Now you should be logged in a see a main configuration menu. Icons on the blue background are primary
navigation icons and they are always visible on the screen. Icons lower are secondary navigation icons and
clicking them allows the user to change the specific settings they represent. See figure 3.3.

King e Others

Viola M2M Galeway \]

< g x5 < g
G i) 65 G

L2TP-"F M Configuration Metwork Configuration Open'yF M Configuration S5H-VFN configuration
B NS
Wiola M2 Backup Wiola WM2M Supporthog

Eigqtmt‘!

Figure 3.3: Main configuration menu

7. Select Network Configuration icon on the first page.
8. From the next screen select Network Interfaces icon.
9. Below the text “Interfaces Activated at Boot Time” select eth0.

Interfaces Activated at Boot Time

[Hame [Type [IP Address [Metmask |mctivate at boot?  [Proxy ARP enabled?
etnn |Ethernet [172.1682 [2s5.255.00 [ves [rao

Figure 3.4: Select eth0 interface

10. Enter your preferred configuration to the configuration fields.

[Boot Time Interface Parameters
- s 6 Stat
Hame sthil IP Address From DHCP Fram BOOTF Static
1721662
Hetmask 255 255 0.0 Broadcast * agtomatic
& putomatic ¢ Activate at
MTU boot? O
Enable Prox
ARP g « Wes = Mo
Save and Apply Delete and Apply

Figure 3.5: Ethernet configuration

11. Press Save and Apply button when you are ready to activate your new settings.

Note that your existing web browser connection hangs up after you apply the settings, so open a new
connection to the new IP address (check your Ethernet cabling)

12. Now you should be able to connect to the M2M Gateway with your new IP address.
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Network Configuration

This chapter describes how to configure network interfaces on M2M Gateway.

4.1 Configuration screens

Network configuration screens can be found from main menu and pressing Network Configuration icon.

Metwork Configuration \I

- - La
'_I : = Tas
| ny A
= .L\:L'_;:,-f'L

Metwark, Interfaces Routing and Gateways Hostname and DNS Client Host Addresses

Click this button to activate the current boot-time interface and routing settings, as they normally would be after a

Apply Configuration | 00t Waming - this may make your system inaccessible via the network, and cut off access to Webmin.

Figure 4.1: Network configuration menu

Network Interfaces

Displays running network configuration on the top on Interfaces Active Now list. This list contains all the
interfaces running locally, including VPN interfaces. On the bottom there is a listing of physical interfaces (ethO
and ethl). Interface confiuration can be changed by pressing underlined interface name. See figure 4.2.

Interfaces Activated at Boot Time

Hame:

Type

IP Address

Netmask

Activate at boot?

Proxy ARP enabled?

Ethernet

1721682

255.255.0.0

Mo

ethl

Ethernet

172.30.30.1

255.255.255.0

Mo

Loophack

127.0041

255.0.0.0

Mo

[_Add anew interface. |[ Add a new address range. |

Figure 4.2: Network interface list

Routing and Gateways

Configures default route, static routes and displays running routes. Default route can be changed from this
screen. Enter correct interface and IP address and press Save button. Note: do not define more than one
default route.

Hostname and DNS Client
Configures hostname and DNS settings.

Host Addresses

Shows hostnames assigned to IP addresses.

13
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VPN connectivity

5.1 VPN requirements
VPN implementation on M2M Gateway requires
e Open port in firewall for selected VPN server port
e Fixed IP address for M2M Gateway accessible from public Internet or used APN

e Remote client to connect to M2M Gateway (most commonly Viola Arctic product)

Usually third node to monitor the connections and to access remote nodes (laptop, central management)

Note that the M2M Gateway needs a fixed IP address.

5.2 Available VPN types

Available types are L2TP, SSH and OpenVPN, small comparison is shown in table 5.1.

Description Encryption | Default port
SSH-VPN Default tunnel for Viola Arctic products yes 22 TCP
L2TP-VPN | Lighter but less secure alternative to SSH-VPN no 1701 UDP
OpenVPN | Best option for laptops and remote management yes 1194 UDP

Table 5.1: VPN comparison table

Selection of VPN depends on requirements, available link capacity and used hardware.
5.3 Typical connection scheme
Typical connection scheme is described in figure 5.1:

Cormpany
Firewall

eth

M2M
Gateway

VEN tunnel
10202020

10.20.2021

- - v Arctic
I Hostname: WiolaArctic I

Figure 5.1: Typical VPN connection

14
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Network configuration in VPN tunneling will be easier if some rules are followed:

e Network addresses can not overlap, it is always best to use dedicated IP address range for VPN tunnels.
Remember that VPN tunnel addresses are only visible between M2M Gateway and remote node.

e Netmasks should be strict to prevent network overlapping.

e Draw a network diagram with all the relevant information about the network you are building.

5.4 Typical connection scheme with routing

This example shows a little larger system. This common setup is practical in connecting remote networks to as
a part of local network. This could be used to connect isolated remote stations to local monitor station.

Compary
Firewall

eth

M2M
Gateway

ethl) 192.168.1.1

VPN tunnel GPRS link

10.20.20.20

10202021

g : v Arctic
Hostname: ViolaArctic |

eth0] 172.16.1.1

Local
Ethernet

Default
gateway

192.168.1.x

Remote
Ethernet

Local workstation Remote device A% e
Default gateway

Figure 5.2: Typical network setup with routing

As the previous example explained some of the basic operations, this example assumes that those are clear
at the time of reading this. If this is not the case, please take some time and browse the user interfaces of both
M2M Gateway and Arctic. This will make the settings more familiar to you.

Select routing mode to Tunnel the following network. IP address and netmask is the address that is located
in the opposite side of the tunnel. For example, on Arctic set IP address to be the address that is assigned to
the ethl of M2M Gateway and vice versa.
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SSH-VPN Configuration

This chapter describes how to use SSH-VPN module on Viola M2M Gateway.

6.1 Introduction to SSH-VPN

SSH-VPN uses SSH keys and remote nodes hostname to authenticate and validate remote connections. It is
the default VPN for Viola Arctic products.

6.2 SSH-VPN configuration screen

x SSH-VPN configuration

| Surnrnary: Pears & = Active 3 | Inactive 1 i
iLast check: Checked 3 Peers =% 3 OK |0 Failed (2008-06-25 05 41.58) 0
L . 1
1
Peer Interface  IP pair {m2miP peerP) Routing  Remote IP Hetmask Status  Check
|_ ﬁ arctic-1 pppd 101001001 ;101001002 MNone Aitive nfa Dizable Edit Rernone
I~ j arctic-2  pppS 101001003 : 101001004 Tunnel 192.165.100.0 2552552550 Artive nia Disable Exit Fiernove
|- ﬁ arctic-3  pppl 101001005 101001006 Mohe Aotive nfa Disable Ediit Fernore
[T X sestied min FEHB000-F 101001005 Turnel 230300 255255265240 Inactive  nia Erabils Edit Rernove
[ Check all |[ Start check |
1

Key managemeit
Server public key |1l]24 35 121966023870561533592275977270823734011527680495476 7169646898445

Add key for peer: | arctic-2 j
P I
Mumnber of enabled keys: 3

55H listens on port EZ Change port

Figure 6.1: SSH-VPN configuration screen

Configuration screen can be divided into different regions:

e On the top are summary about peers and their last check.

e Configured connections are listed next. If the number of peers is over 500, list is divided to multiple pages.
Below the list are connection test buttons.

¢ Key management field is located below peer list. Here are listed only those peers that do not have a key
yet. If existing key for a peer needs to be changed, it must be done by editing the peer.

16
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e On a bottom is SSH port configuration field.

Using action buttons on the peer list, the connections can be managed and monitored easily. See figure 6.2.

Peer lnterface P pair (m2mlP peerdP)  Routing Bemote IP NetmaszkStatusCheck
r ﬁ pke_arctic_test 1 ppp0 10101041 10101012 Mone Active nia Dizakle Edit Fernowe

Figure 6.2: SSH-VPN peer listing

Possible actions are visible in (link to figure), these are (from left to right):
1. Connectivity test selection box

Peer status icon (enabled or disabled)

Key status icon

Peer name

Interface assigned to peer

IP pair assigned to tunnel

Routing mode (none or network)

Remote IP if routing mode is set to network

© »® N e s W N

Netmask if routing mode is set to network

_.
e

Status (Active or Inactive)

—_
—_

. Check status from last check (n/a, OK or Failed)

[
[\

. Enable/Disable button

[
w

. Edit button

14. Remove button

6.3 Creating new connection
To configure a new connection
1. Go to SSH-VPN configuration page
2. Press Add peer button (located between peer list and key management box). See figure 6.1.

3. Enter values to fields. Required fields are peer name and IP pair. See figure 6.3.

Note: Peer name must be same than hostname on Arctic

4. Press Confirm button and return to previous screen

Add peer
Peer name |

IF pair {m2mlF peer P |

Fouting maode Mo routing -

Rernote network IF |

Remnote network mask |

Figure 6.3: SSH-VPN peer creation screen

After a new peer has been created, it will show up in peer list and its status will be disabled. To enable it,
the keys must be exchanged between Viola M2M Gateway and Arctic. To do this
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1. Open Arctic user interface and SSH-VPN configuration screen on M2M Gateway to separate web browser
windows
2. On the Arctic, navigate to Network->SSH-VPN page
Copy key from Arctic to M2M (see figure 6.4)
Select correct peer from list on M2M, paste Arctic key below and press Enter key button
Copy M2M key from Server public key field

A

Copy key from M2M to Arctic (see figure 6.4)

Local S5H public key
Primary server key
Frimary server 33H public key

Inseit 55H key 1O primary server 172 16 2001

| Insert Arctic
Backup serser kpy

Backup servel 55H public key B2 236160176 1024 35 151 089964 33265466,

Insert 5EH ke@for backup server 62236160176

| [Insert |[ Rafrieva |

Key management &
JeEr pulic ke
.

A KEY TOF pEs q J M2M Gateway

_ng,l

Select right peer
Figure 6.4: SSH-VPN key exchange

After the keys are exchanged, the peer can be enabled on the M2M Gateway. Just press Enable button on
the peer list. Please note that the Arctic needs to be restarted before the connection comes up. After the Arctic
restarts and connects, the peer status can be checked on the M2M by selecting a checkbox on the peer list and
pressing Start check button.

For more information about configuring Arctic, refer to Arctic User Manual.

6.4 Checking connection

Connection status displayed on SSH-VPN page does not update automatically, it has to be updated manually
is current status needs to be checked. To check current status of a peer:

1. Checked peers are selected by using checkboxes next to peer names. Peers can be selected individually or
they can all be selected using Check all button.

2. Connection check is started by pressing Start check button. After the check is done, the results are
displayed above the peer list (Checked n Peers -> n OK | n Failed date).

3. Results for individual peers can be seen on Check column on peer list.

Note: peer interface tells which interface is assigned to a peer. It is a local interface on M2M Gateway
and it can not be used to determine the current connection status.
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6.5 Finalising SSH-VPN setup

After all the peers have been configured there are couple issues that need some attention.

1. Keys needs to be locked. This can be done by pressing Lock keys button. This locks the keys and prevents
their accidental deletion.

2. Create backup. Instructions for this can be found in section 9.4.

6.6 Editing existing connection

Peers can be edited by selecting Fdit button from the peer list. All the parameters except peer name can be
changed from this edit screen. Note that the keys must be unlocked if keys need to be changed.

Edit peer

Peer mame arctic-2

Peer S5H key |1I]24 35 163640027161 3895645678356 3565912601119081175203231731
IP pair {m2mIPpeerlF)  [10.100.100.3 :fl0.100.100.4

Routitig moce | Tunnel the Following netvwork j

Fernate network [P |192,153,1|]u,n

Femote network mask |255.255.255.ll

Feer enahled ? Yes j

| Confinm || Cancel || Remove S5H key |

Figure 6.5: SSH-VPN peer edit screen

6.7 SSH port configuration

Default port for SSH is 22. It is recommended to change this to something less common to increase system
security. Changing SSH port on M2M Gateway is done by entering new port to a configuration field located in
the bottom of the SSH-VPN configuration screen and pressing Change port button.

Note that changing SSH port on M2M Gateway requires configuration changes to SSH-VPN connected
Arctics as well. Also remote SSH access has to use new port.
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L2TP-VPN Configuration

7.1 Introduction to L2TP-VPN

L2TP-VPN uses username and password to authenticate and validate remote connections. It is available on
Viola Arctic products.

7.2 L2TP-VPN configuration screen

Configuration screen is shown in figure 7.1.

L2TP-VPH configuration ﬁ

x L2TP-¥PHN configuration

Global Settings

Fort 1701

Link test intetval B0

Fegly tirmeout 20

Enabled Wes

Edit settings
Peer Interfax:elfngmlrp,pee"P}FIuutingﬁ,emnteﬂetmaxkl.lsemame Password  StatusCheck

I_ ' ntp_test_peer{no IF) }gggg; : More ntp_test_peerpasswordheredctive nia Dizakle Elit Femaovwve
[ checkanl || Start check |
[Aad peer | ‘Summary:  Peers1 <% Active | |Inactived |

Figure 7.1: L2TP-VPN configuration screen

Using action buttons on the peer list, the connections can be managed and monitored easily. See figure 7.2.
Possible actions are visible in (link to figure), these are (from left to right):

1. Connectivity test selection box
2. Peer status icon (enabled or disabled)

3. Peer name

B~

. Interface, available if peer is up

20
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IP pair assigned to tunnel
Routing mode (none or network)
Remote IP if routing mode is set to network

Netmask if routing mode is set to network

© »® N o o

L2TP username

10. L2TP password

11. Status (Active or Inactive)

12. Check status from last check (n/a, OK or Failed)
13. Enable/Disable button

14. Edit button

15. Remove button

21

IP pair - Remote
Peer Interface (m2mlP:peerlP) Routing P

I_ " ntp_test_peer (o F) 102221 :102.2.22MNane ntp_test_peer  passwordhers  Active nia Dizable

Hetmask Usemame Password Status Check

Figure 7.2: L2TP-VPN peer listing

7.3 Creating new connection
To create new connection:

1. From the L2TP-VPN configuration screen select Add peer button.

Edlit

Femave

2. Fill in the settings for the tunnel. For simple point-to-point tunnel only peer name and IP pair are needed.
Peer name is the hostname of the Viola Arctic that forms the other end of the tunnel. IP pair is an IP

pair that does not conflict with any other address used. See figure 7.3.

3. Routing mode selects if the network on the other side of the tunnel is routed thorough the tunnel. Remote

network IP and network mask define the remote network routed thorough the tunnel.

4. Username and password must be the same than on the Viola Arctic.

5. When you are done, press Confirm button to save the settings. The tunnel should now be added to the

tunnel list.

6. Enable the tunnel by clicking Enable text.

7. The connection can be tested by selecting the checkbox next to the peer name and pressing the Start

check button. See figure 7.1.

Add peer
Peer name |

IF pair
(m2mIP:peerIP)|

Routing mode | Mo pouting -
Femote

network 1P |
Femote
netuwork mask |
Username |

Password |

Caten

Figure 7.3: L2TP-VPN new peer
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OpenVPN Configuration

Please refer to Viola Systems’ OpenVPN application note.
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Additional System Configuration

9.1 Changing system password

It is always recommended that the default password will be changed during the installation. To change the
password for user interface login:

1. From the top icon row on the blue background, select System icon.
2. From the System page select Change Passwords icon.
3. From the user list select user viola-adm.

4. Enter new system password and press Change to commit the new password. See figure 9.1.

|Changing Unix user password

Changing password for viola-adm

Mew password
Mew password (again}

|_ Force user to change passward at next login?

F Change password in other modules?

| Change || Clear Form |

Figure 9.1: Password change screen

Note that the only users who can log in a system are wviola-adm and root.

e User viola-adm is the only one who can log in to a web user interface.

e User root can log in only locally, remote root access is restricted.

9.2 Firewall

Firewall in an important part of the M2M Gateway product. Firewall should always be turned on and configured
as strict as possible to keep out any unauthorized traffic.

It is not recommended to use M2M Gateway without firewall turned on if connected to any public
network.

For more detailed explanation about firewall configuration, refer to application note Configuring Viola M2M
Gateway firewall.
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9.2.1 Firewall configuration screen

To reach the firewall configuration screen:
1. Login to M2M Gateway and enter the web user interface main menu
2. From the top icon row on the blue background, select Networking icon
3. From the Networking page select Linux Firewall icon

The firewall configuration is divided into sections:
Firewall has three chains (input, forward and output) which are listed separately.

Showing IPtable: | Packet filtering {filter ;l [ Add a new chain named: |

Incoming packets {INPUT)
Select all. Invert selection.

Action Condition Move |Add
’F Accept If state of connection is ESTABLISHED <+ 1T
[T [accept If state of connection is RELATED ¥4+ LT
(T [eecept If protocol is ICMP ++ AT
F Acept If pratocol is TCP and destination port is 22 and state of connection is NEW & f J_T
F Accept If protocol is UDP and destination part is 53 ¥4+ (LT
F Drop If protocol is TGP and destination port is 80 and state of connection is NEW * f _LT
F Accept If pratocal is UDP and destination port iz 11941199 # f J._T
(T [eecept If protocol is UDP and destination port is 1201 44+ (LT
’F |Accept |If protocol is TCP and destination port i3 10000 and state of connection is NEW | f |_LT
Select all. Invert selection.
Set Defanlt Action To: I Drog ;I | Clear All Rules | | Delete Selected |

Figure 9.2: Firewall chain listing

On the bottom there are action buttons which can be used to apply or revert the changes.

Click this button to make the firewall configuration listed abowve active. Any firewall rules currently in effect will be flushed and replaced
Click this button to reset the configuration listed above to the one that is currently active.

& ves 7 No Change this option to control whether your firewall is activated at boot time or not.

Click this button to clear all existing firewall rules and set up new rules for a basic initial configuration.

Figure 9.3: Firewall action buttons

9.2.2 Changing firewall rules
Default firewall rules allow only Arctic traffic. Rules can be changed in firewall configuration screen:
1. Existing firewall rules can be modified by clicking the Action text (colored Drop/Accept)
2. Adding new rules can be done by clicking the blue arrows on the left side of the rules
3. Modified rules can be applied or old rules can be reseted using the buttons at the end of the page

The modified rules have to be applied by pressing Apply Configuration button before they are in use.

9.3 Date and time

It is important to have date and time set up correctly if certificate-based VPNs are in use.
To configure date and time:

1. Login to M2M Gateway and enter the web user interface main menu
2. From the top icon row on the blue background, select System icon

3. From the System page select System Time icon

There are two methods to configure system time, manual and automatic with NTP protocol.
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9.3.1 Manual configuration

To configure system time manually:
Enter time and date to system time and press Apply, then Set system time to hardware time.

|S§.-'3tem Tirne

Day Date [Month Year Hour
|Tuesda5.-' |24 | | Jure | | 2008 ~| Joe >l 15 x[{54 |

| Apply || Set system time to hardware time |

|Hardware Tirne

|Day |Dale |Munth |‘t"ear |Hnur
|Tuesda5.-' |24 | | Jure | | 2008 ~| Joe >l ]18 x[{54 ~|

| Save || Set hardvare time to system time |

|Time Fone

‘ Change [ EuropeiHelsi ~

timezone bo

Figure 9.4: Manual system time configuration

9.3.2 Automatic configuration with NTP

To configure system time automatically with NTP protocol:
Enter valid ntp server address to timeserver field and press Sync and Apply button on the bottom of the
screen.

|Time Server

Timeserver hostnames or addresses

F Set hardware time too

Figure 9.5: Automatic system time configuration

9.4 Backup

The Backup module saves user made settings of the Viola M2M Gateway. It backups configuration files and
keys of VPN tunnels and firewall settings.

9.4.1 Backup screen

Backup screen can be found from the Web user interface main screen. Press Viola M2M Backup icon to open
backup screen.
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x M2 Backup

This module creates or restores a backup of the main configuration files {e.g WPM) for the M2M Gateway

| create backup <, |

| restore backup g | open | 4 |

Figure 9.6: Backup screen

9.4.2 Creating backups

From the first page select Viola M2M Backup icon and press create backup button to create a backup file. When
the backup is created succesfully, a notification text appears.

V The backup was created successfully - saved as
mZmbackup-2008-06-23_0620_00_30_48 8F 6A 24 in
foptiviolafm2mBackups

Figure 9.7: Backup created message

9.4.3 Restoring backups

Press open button to select the backup you want to restore and press restore backup button to restore the
backup.

[¥) choose File.. - Kongueror

Directory of /

[T factoryBackup_D0_30_45_5F_6A_z4.1yz 14 KB 134uni2008 09:12

D mZmbackup-z00§-06-23_0620_00_30_45_8F_&a_24 102 29kEB 230un/2008 06:20

[ox]

Figure 9.8: Backup restore selection

9.4.4 Moving backups between units

To restore a backup on a different machine, the backup file has to be copied into the /opt/viola/m2mBackups/
directory on the second machine. Besides that the MD5 file has also to be copied onto the new machine. This file
has to copied into the /opt/viola/MD5/ directory. After restoring the backup as described above, the IP address
has to be changed to the IP address of the machine the backup was created on. Afterwards the secondary unit
can replace the primary unit seamlessly without any further configuration.

9.5 System logs

To reach the system logs:

1. Login to M2M Gateway and enter the web user interface main menu
2. From the top icon row on the blue background, select System icon

3. From the System page select System Logs icon

Logs can be searched with defined text or just show last n entries.
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Last 20 linesof  Only show lines with text

Jun 24 055826 m2mgw sshd{pam_unixi[21314]: session closed for user viola-adm

Jun 24 09:00:51 m2mgw sshd{pam_uni=)[21976]: session opened far user swpn by {uid=0)
Jun 24 09:00:51 m2mgsw logger: start_tunnel: starting WPN pke_arctic_test_2

Jun 24 09:00:51 m2mes logger: start_tunnel: ppp finished pke_arctic_test_2

Jun 24 09:00:51 m2mew pppd[21604]: Terminating on sighal 15,

Jun 24 09:00:51 m2mesw sshaddpam_uni=i[21558]: session closed for user vwpn

Jun 24 08:00:51 m2mow pppd[21604]: Modem hangugp

Jun 24 08:00:51 m2mgw pppd[21604]: Connection terminated .

Jun 24 09:00:51 m2mgw pppd[21604]: Connect time 42.8 minutes.

Jun 24 09:00:51 m2mgw pppd[21604]: Sent 340 bytes, received 342 hytes.
Jun 24 09:00:51 m2mew pppd[21604]: Connect time 42.8 minutes.

Jun 24 09:00:51 m2mow pppd[21604]: Sent 340 bytes, received 342 hytes,
Jun 24 09:00:51 m2mow pppd[21604]: Exit.

Jun 24 09:00:51 m2moy logoer: start_tunnel: killed old ppp pke_arctic_test_2
Jun 24 09:00:51 m2mew pppd[22023]: pppd 2.4.2 started by root, uid 0
Jun 24 08:00:51 m2mow pppd[22023]: Using interface pppl

Jun 24 09:00:51 mZmgw pppd[22023]: Connect: ppp0 <--> fdeviptsil

Jun 24 09:00:52 m2mgw pppd[22023]: local 1P address 101001021

Jun 24 09:00:52 ma2mosy prpd[22023]: rernote 1P address 10101022

Last 20 lines of  Only show lines with text

Figure 9.9: System log view

OpenVPN has its own logs which can be found from OpenVPN configuration.

9.6 Supportlog

Jun 24 09:00:51 m2mew pppd[21604]: Child process pppd (charshunt ) {pid 21605 terminated with signal 15
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Supportlog is a module that helps Viola Systems’ technical support team in troubleshooting situations. It
generates a collection of data from system that helps identifying the problem. It can generate a log package
that can be e-mailed to Viola Systems’ technical support. It is possible to collect all the data or smaller selection.

x Supportlog

This moclule creates supportlog reports from systern aned peer status and configuration. Select which reparts 1o showe belows.

~ Select all

¥ 55HWFN interface status

S5HVFM peer configuration

~ SEHVEM kevs and key statuz

¥ L2TF interface status

L2TF peer configuration

Open'yF M interface status

Open'sF M peer configuration

Ethernet infarmation

IF interface status and configuration

IF routing status and configuration

~ Open and establizhed TCF and UDF connections
Firewall status and configuration
Firmusare vetsian

Process list and CPU and memory usage
Systern log, security 1og, tunnel log

¥ MZ2M backups status

Show || Download |[ Show in new window

Figure 9.10: Supportlog screen

9.7 Factory default settings

Factory default settings can be restored by selecting factoryBackup from backup restore selection screen. See

section 9.4.
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Advanced settings

These configuration options are targeted for advanced users only. Under normal operation these shoul not be
changed.

System menu

System \
I\' A
Wres
— ol 4
e o o
Bootup and Shutdown Change Fasswords Funning Frocesses Sz Init Configuration
\IK =l &
1 = _.x
Systemn Logs Systemn Time Systern and Server Status

Figure 10.1: System menu

Bootup and Shutdown: change process and system level services on startup

Running Processes: can be used for monitoring current processes and deleting processes

SysV Init Configuration: innitab configuration (runlevels) for system startup

System and Server Status: N/A, reserved for future use

Networking menu

Hetworking \1
a |
: : g
Liruz Firewsall S5H Serwver S55HTelnet Login

Figure 10.2: Networking menu

e SSH Server: Advanced SSH server configurations. Under normal operation, only SSH port is changed
from SSH-VPN user interface.

e SSH/Telnet Login: debugging console, not recommended for normal usage

28
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Others menu

Others \

-

- 74

Command Shell ‘Webmin Actions Log

Figure 10.3: Others menu

e Command Shell: debugging console for system level commands

e Webmin Actions Log: Web user interface access log data
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Troubleshooting

Q: When setting up routing mode “tunnel the following network”,
routing to M2M Gateway ethl does not work?

A: Check that IP forwarding has been enabled and internal firewall does not block packets.

Q: From Arctic Ethernet connection to M2M Gateway Ethernet is
not working?

A: Check that IP forwarding has been enabled on Arctic.

Q: If only one public IP is available, can the M2M Gateway be used?

A: Yes, if firewall connected to public IP can forward incoming SSH connections to the M2M Gateway.
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Technical Specifications

Processor Intel Celeron 2.5GHz
Memory 512Mb
Hard Drive 80Gb
Input voltage 100-240VAC (5A max)
Casing Metal 19in rack mountable
Operating temperature 0to 45 C
Storage temperature -20 to +45 C
Humidity 10 to 90 % RH non-cond.
Network connection 2x Ethernet RJ-45 (10/100/1000 Base-T)
Approvals CE, FCC

Table 12.1: Technical specifications

Techical specifications can be changed without notification.
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Limited Warranty

13.1 Coverage

Viola Systems warrants this hardware product to be free from defects in materials and workmanship for the
warranty period. This non-transferable, limited warranty is only to you, the first end-user purchaser. The
warranty begins on the date of purchase and lasts for the period specified below:

Viola M2M Gateway one (1) year

13.2 Excluded Products and Problems

This warranty does not apply to: (a) Viola Systems software products; (b) expendable components such as cables
and connectors; or (c¢) third party products, hardware or software, supplied with the warranted product. Viola
Systems makes no warranty of any kind on such products which, if included, are provided "AS IS.” Excluded is
damage caused by accident, misuse, abuse, unusually heavy use, or external environmental causes.

13.3 Remedies

Your sole and exclusive remedy for a covered defect is repair or replacement of the defective product, at Viola
Systems’ sole option and expense, and Viola Systems may use new or refurbished parts or products to do so.
If Viola Systems is unable to repair or replace a defective product, your alternate exclusive remedy shall be a
refund of the original purchase price.

The above is Viola Systems’ entire obligation to you under this warranty. IN NO EVENT SHALL VIOLA
SYSTEMS BE LIABLE FOR INDIRECT, INCIDENTAL, CONSEQUENTIAL OR SPECIAL DAMAGES
OR LOSSES, INCLUDING LOSS OF DATA, USE, OR PROFITS EVEN IF VIOLA SYSTEMS HAS BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. In no event shall Viola Systems’ liability exceed the
original purchase price of the device server. Some states or countries do not allow the exclusion or limitation of
incidental or consequential damages, so the above limitation or exclusion may not apply to you.

13.4 Obtaining Warranty Service

You must notify Viola Systems within the warranty period to receive warranty service. During the warranty
period, Viola Systems will repair or replace, at its option, any defective products or parts at no additional charge,
provided that the product is returned, shipping prepaid, to Viola Systems. All replaced parts and products
become the property of Viola Systems. Before returning any product for repair, customers are required to
contact the Viola Systems.
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Technical Support

14.1 Contacting Technical Support

e Phone: 4358 20 1226 226
e Fax: +358 20 1226 220
e E-mail: support@violasystems.com

e On-line http://www.violasystems.com

14.2 Recording Product Information
Before contacting our Technical Support staff, record the following information about your product:

e Product name.:

e Serial no.:

Note the status of your product in the space below before contacting technical support. Include information
about error messages, diagnostic test results, and problems with specific applications.
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